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Background & Statement of the problem: As technology continues to advance and reshape our lives, the digital realm 
has become a breeding ground for various forms of cybercrimes, including those specifically aimed at women. With the 
increasing prevalence of digital technologies and internet usage, the vulnerability of women to various forms of cyber-
crimes has become a pressing concern.
Objectives: This research paper presents a comprehensive literature review on the landscape of cybercrimes targeting 
women within the context of cyber security laws aiming to explore the nature and extent of cyber crimes against women, 
focusing on key offenses such as online harassment, cyberstalking, non-consensual pornography, and online identity 
theft. 
Methods: Nearly 60 articles and studies related to the specific topic were analyzed thoroughly in this paper and it 
highlights the evolving nature of cybercrimes against women and the need for robust legal frameworks to protect and 
empower them in the digital era. Additionally, the existing cyber security laws and their effectiveness in addressing these 
crimes were critically examined. 
Results: The findings of this research emphasize the importance of comprehensive measures, including legislative up-
dates, awareness campaigns, and enhanced law enforcement efforts, to combat cybercrimes targeting women effectively. 
Conclusions (Recommendations and contributions): It is evident that existing cyber security laws need to be strength-
ened and adapted to effectively address these crimes and also a multi-faceted approach is needed to enhance the protec-
tion of women against cybercrimes. 
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 الملخص

الكلمات المفتاحية

بقوانين الأمن  المتعلقة  الأدبيات  التي تستهدف الإناث: مراجعة  الإلكترونية  الجرائم  قراءة في 
السيبراني

 مصطفى العطيات1*،أنس راتب السعود2، خالد الدويري3  

1 جامعة عمان الأهلية

2جامعة عمان الأهلية

3كلية القانون الكويتية العالمية

خلفية الدراسة ومشكلتها: مع استمرار التكنولوجيا في التقدم وإعادة تشكيل حياتنا، أصبح العالم الرّقمي أرضًا خصبة لمختلف أشكال الجرائم الإلكترونية، 

بما فيها تلك التي تستهدف النساء على وجه الخصوص. ومع تزايد انتشار التقنيات الرّقمية واستخدام الإنترنت، أصبح تعرض النساء لمختلف أشكال الجرائم 

الإلكترونية مصدر قلق مُلحّ.

الأهداف: تقدم هذه الورقة البحثية مراجعة شاملة للأدبيات حول مشهد الجرائم الإلكترونية التي تستهدف النساء في سياق قوانين الأمن السيبراني، بهدف 

استكشاف طبيعة ومدى الجرائم السيبرانية ضد النساء، مع التركيز على الجرائم الرئيسة مثل التحرش عبر الإنترنت، والمطاردة السيبرانية، والمواد الإباحية 

دون الموافقة، وسرقة الهوية عبر الإنترنت. 

الطرق المستخدمة: تم تحليل ما يقُارب من 60 مقالً ودراسة تتعلق بالموضوع بشكل شامل في هذه الورقة البحثية، مما يسلط الضوء على الطبيعة المتطورة 

للجرائم الإلكترونية ضد النساء، والحاجة إلى أطُر قانونية قوية لحمايتهِنّ وتمكينهِنّ في العصر الرّقمي. بالإضافة إلى ذلك، تم فحص قوانين الأمن السيبراني 

الحالية وفعاليتها في التصدي لهذه الجرائم بشكل نقدي.

النتائج: تؤكد نتائج هذا البحث أهمية اتخاذ تدابير شاملة، بما في ذلك التحديثات التشريعية، وحملات التوعية، وتعزيز جهود إنفاذ القانون، لمكافحة الجرائم 

الإلكترونية التي تستهدف النساء بشكل فعاّل.

الاستنتاجات )التوصيات والمساهمة(: من الواضح أنّ قوانين الأمن السيبراني الحالية تحتاج إلى تعزيز وتكييف لمواجهة هذه الجرائم بشكل فعاّل، كما أنّ 

هناك حاجة إلى نهج متعدد الأوجه لتعزيز حماية النساء ضد الجرائم السيبرانية.

 التوعية، الجرائم الإلكترونية ضد النساء، الجرائم الإلكترونية، الدفاع، قوانين الأمن السيبراني، المنهجية.
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1. Introduction
Cybercrimes targeting women have become a sig-

nificant concern in the digital age. With the rise of the 
Internet and the widespread use of technology, wom-
en have increasingly become victims of various forms 
of online exploitation, harassment, and abuse. These 
cybercrimes have a profound impact on women’s 
safety, well-being, and their participation in the digi-
tal space (Uma, 2017). Addressing this issue requires 
a comprehensive understanding of the nature and ex-
tent of cybercrimes targeting women, as well as an 
examination of the legal frameworks and initiatives 
in place to combat these crimes. The advent of the 
Internet has undoubtedly brought numerous benefits 
and opportunities for women, enabling them to con-
nect, communicate, and access information like never 
before. It has opened up new avenues for education, 
employment, entrepreneurship, and social engage-
ment (Datta et al., 2020). However, alongside these 
advancements, the online world has also witnessed 
the emergence of cybercrimes specifically designed 
to target and victimize women. These crimes encom-
pass a wide range of malicious activities, including 
but not limited to online harassment, cyberstalking, 
non-consensual pornography, doxing, and online 
identity theft. The impact of cybercrimes on wom-
en is significant and multifaceted. It extends beyond 
the immediate harm caused by these offenses, often 
leading to psychological trauma, social isolation, and 
reputational damage. Women who experience cy-
bercrimes may face long-lasting emotional distress 
and find it challenging to regain a sense of security 
and trust in online spaces (Bhat and Ahmad, 2022).  
Furthermore, the fear of victimization can deter wom-
en from fully participating in digital platforms and 
exercising their rights to freedom of expression and 
privacy. In response to the increasing prevalence of 
cyber crimes against women, many countries have 
enacted cyber security laws and regulations to pro-
vide legal protection and remedies for victims. These 

laws aim to establish a legal framework for prosecut-
ing cyber offenders and deterring potential perpetra-
tors. However, the effectiveness of these laws in ad-
dressing gender-based cybercrimes remains a subject 
of debate (Halder and Jaishankar, 2016). Challenges 
such as jurisdictional issues, lack of awareness, and 
the rapidly evolving nature of technology present ob-
stacles to the successful prosecution and prevention 
of these crimes (Halder and Jaishankar, 2016).

Cyber security laws play a crucial role in safe-
guarding individuals, organizations, and nations from 
the growing threats posed by cybercrimes and mali-
cious activities in the digital domain. As technology 
continues to advance, the need for robust legal frame-
works to protect sensitive information, secure critical 
infrastructure, and combat cyber threats becomes in-
creasingly imperative (Azad et al., 2017). This intro-
duction provides an overview of cyber security laws, 
their objectives, and their significance in the modern 
digital landscape. Cyber security laws encompass a 
range of legal instruments, regulations, and policies 
that govern the protection of information systems, 
data privacy, and the prevention and response to cy-
ber incidents (Boukemidja, 2018). These laws are 
designed to address the unique challenges posed by 
the interconnectedness of our digital infrastructure, 
including the ever-evolving nature of cyber threats, 
the sophistication of cyber attackers, and the potential 
impacts on national security, economy, and individual 
rights. The primary objectives of cyber security laws 
are manifold (Kabi et al., 2022). They aim to establish 
legal frameworks that define and criminalize various 
forms of cybercrimes, such as hacking, identity theft, 
malware distribution, and data breaches. These laws 
provide a basis for identifying, investigating, and 
prosecuting cyber offenders, ensuring accountabili-
ty and deterrence. Cybersecurity laws focus on pro-
tecting critical infrastructure, including government 
systems, financial institutions, and essential services, 
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from cyber-attacks (Kaushik, 2014). They outline 
standards and regulations for organizations to imple-
ment security measures, conduct risk assessments, 
and develop incident response plans to mitigate the 
impact of cyber incidents and ensure the continuity of 
operations (Singh, 2015).

Cybersecurity laws often encompass provisions 
for protecting individuals’ privacy and personal data. 
They set guidelines for data protection, secure han-
dling of personal information, and the notification of 
data breaches (Jose, 2017). These provisions are cru-
cial for maintaining trust in digital platforms and en-
suring individuals’ rights to privacy and control over 
their personal information (Malar, 2012). Addition-
ally, cyber security laws may include provisions for 
international cooperation and information sharing to 
combat cross-border cyber threats effectively. Given 
the global nature of cybercrimes and the potential for 
cyber attackers to operate from different jurisdictions, 
international collaboration is vital for investigating 
cyber incidents, extraditing offenders, and sharing 
best practices in cyber defense (Sridevi et al., 2023). 
The significance of cyber security laws cannot be 
overstated. These laws provide a legal framework that 
enables governments, organizations, and individuals 
to protect themselves from cyber threats and respond 
effectively to cyber incidents. By establishing clear 
rules and consequences, cyber security laws create a 
deterrent effect and help to establish a cyber-resilient 
society (Ng et al., 2018).

However, the effectiveness of cyber security laws 
relies on several factors. The dynamic nature of tech-
nology and cyber threats necessitates regular updates 
and adaptations of these laws to address emerging 
challenges. Moreover, effective enforcement, capac-
ity building, and international cooperation are criti-
cal to combat cybercrimes and ensure the implemen-
tation and adherence to cyber security laws (Reina, 

2022). This review aims to provide a comprehensive 
analysis of cybercrimes targeting women and the ex-
isting legal frameworks designed to combat these of-
fenses. By examining relevant literature, empirical 
studies, and case examples, this paper will shed light 
on the prevalence and impact of cybercrimes against 
women. It will critically evaluate the adequacy and 
effectiveness of current cyber security laws in ad-
dressing the unique challenges posed by these crimes. 
Additionally, it will explore the limitations and gaps 
in the legal frameworks, as well as highlight potential 
strategies and recommendations for strengthening the 
protection of women in the digital realm. The paper 
contributes to the field of cyber security laws in the 
following ways:

a) The paper provides a thorough examination and 
analysis of cybercrimes targeting women within the 
context of cyber security laws. 

b) The paper critically evaluates the effectiveness 
and adequacy of existing cybersecurity laws in ad-
dressing gender-based cybercrimes. 

c) The paper highlights the challenges faced by 
law enforcement agencies in investigating and prose-
cuting cybercrimes against women. 

d) By consolidating relevant information, it pro-
vides a valuable resource for researchers, policymak-
ers, and practitioners in the field.

e) The paper offers practical recommendations 
for policymakers, lawmakers, and law enforcement 
agencies to enhance the protection of women against 
cybercrimes. 

1.2	 Need for the survey
A survey is essential to gain a comprehensive un-

derstanding of the landscape of cybercrimes targeting 



276 pISSN: 1684-0615 / eISSN: 2616-2814

Exploring The Landscape Of Cyber Crimes Targeting Women Vol.(27) No.(2) 2024

women and the effectiveness of cyber security laws 
in addressing these crimes. While existing research 
provides valuable insights, a survey can offer a more 
detailed and current assessment of the prevalence, 
nature, and impact of cybercrimes against women. 
It allows for the collection of primary data directly 
from victims, law enforcement agencies, and rele-
vant stakeholders, offering first-hand accounts and 
experiences.  Additionally, a survey can help identify 
the challenges and limitations faced by law enforce-
ment agencies in investigating and prosecuting these 
crimes, as well as the barriers women encounter in 
seeking justice and support. By capturing quantitative 
and qualitative data, a survey can provide a holistic 
perspective on the various forms of cybercrimes, their 
consequences, and the effectiveness of legal frame-
works in addressing them.

1.2	 Need for the survey
A survey is essential to gain a comprehensive un-

derstanding of the landscape of cybercrimes targeting 
women and the effectiveness of cyber security laws 
in addressing these crimes. While existing research 
provides valuable insights, a survey can offer a more 
detailed and current assessment of the prevalence, 
nature, and impact of cybercrimes against women. 
It allows for the collection of primary data directly 
from victims, law enforcement agencies, and rele-
vant stakeholders, offering first-hand accounts and 
experiences.  Additionally, a survey can help identify 
the challenges and limitations faced by law enforce-
ment agencies in investigating and prosecuting these 
crimes, as well as the barriers women encounter in 
seeking justice and support. By capturing quantitative 
and qualitative data, a survey can provide a holistic 
perspective on the various forms of cybercrimes, their 
consequences, and the effectiveness of legal frame-
works in addressing them.

Moreover, a survey can serve as a platform to 

gauge awareness levels among women regarding their 
rights, existing laws, and available support systems. It 
can uncover the gaps in knowledge and understanding 
that need to be addressed through targeted awareness 
campaigns and educational initiatives. Additionally, 
a survey can identify potential areas of improvement 
in cyber security laws, such as the need for specific 
provisions or amendments to better protect women 
from emerging forms of cybercrimes. Furthermore, 
a survey can provide valuable insights into the per-
ception of safety and trust in the digital space among 
women. It can shed light on their behavioral patterns, 
including the extent to which they engage in online 
activities and the precautions they take to mitigate the 
risks of cybercrimes. These insights can inform the 
development of policies, interventions, and preven-
tive measures tailored to address the specific concerns 
and needs of women in the digital realm.

1.3	 Scope of the survey
The scope of the survey will encompass a wide 

range of aspects related to cybercrimes targeting 
women and the effectiveness of cyber security laws. It 
will include but not be limited to the following areas:

Prevalence and types of cybercrimes: The survey 
will aim to capture data on the prevalence of various 
forms of cybercrimes against women, such as online 
harassment, cyberstalking, revenge porn, and identity 
theft. It will seek to understand the frequency and se-
verity of these crimes and their impact on the victims.

Victim experiences and responses: The survey will 
explore the experiences of women who have been vic-
tims of cybercrimes. It will investigate their respons-
es to the incidents, including whether they reported 
the crimes to law enforcement agencies, sought sup-
port from relevant organizations, or took measures to 
mitigate the consequences of the crimes.
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Awareness of cyber security laws: The survey will 
assess the awareness levels among women regard-
ing the existing cyber security laws designed to pro-
tect them. It will determine their knowledge of their 
rights, legal provisions, and available support systems 
in the event of cybercrimes.

Challenges and barriers: The survey will aim to 
identify the challenges faced by women in reporting 
cybercrimes and seeking justice. It will uncover the 
barriers they encounter, such as fear of retaliation, 
lack of trust in the legal system, or limited awareness 
of available resources. It will also explore the difficul-
ties faced by law enforcement agencies in investigat-
ing and prosecuting these crimes.

Trust and safety in the digital space: The survey 
will gauge women’s perceptions of safety and trust 
in the online environment. It will explore their be-
haviors, including the extent to which they engage 
in online activities, the platforms they use, and the 
precautions they take to protect themselves from cy-
bercrimes.

Effectiveness of cyber security laws: The survey 
will assess the effectiveness of existing cyber security 
laws in addressing cybercrimes targeting women. It 
will seek feedback on the strengths and weaknesses 
of the legal frameworks, including suggestions for 
improvements or additional measures that could en-
hance the protection of women.

It is important to note that the scope of the survey 
may be further refined based on the research objec-
tives, available resources, and the target population. 
The survey will be designed to provide a comprehen-
sive understanding of the issues surrounding cyber 
crimes against women and the role of cyber security 
laws in addressing these crimes.

2. Methodology 
The methodology for conducting the literature 

review on cybercrimes targeting women and cyber 
security laws involved a systematic approach. The 
research process began with identifying the research 
objectives and establishing the scope of the review. 
Relevant literature was searched using academic 
databases, scholarly journals, and conference pro-
ceedings, utilizing appropriate keywords and search 
terms. Inclusion and exclusion criteria were applied 
to select studies that aligned with the research objec-
tives. The selected literature underwent a thorough 
screening and data extraction process, where key 
findings, methodologies, and arguments were identi-
fied. A critical analysis and synthesis of the extract-
ed data were conducted to identify common themes 
and trends. The findings were then interpreted about 
the research objectives. The limitations of the litera-
ture review process were acknowledged, and recom-
mendations for further research were provided. The 
methodology ensured a comprehensive and rigorous 
examination of the existing literature on cybercrimes 
targeting women and cyber security laws.

2.1 Understanding the landscape of cybercrimes 
targeting women

The review will explore the nature and extent of 
cybercrimes targeting women, shedding light on the 
prevalence, motives, and tactics employed by per-
petrators. It will delve into key offenses, examining 
the psychological impact on victims and the broader 
societal implications. Additionally, the review will 
critically analyze the existing cybersecurity laws and 
their effectiveness in addressing and preventing cy-
bercrimes against women. By synthesizing relevant 
literature, studies, and legal frameworks, this review 
seeks to identify gaps, challenges, and opportunities 
for strengthening cyber security laws and protection 
mechanisms for women. It aims to provide valuable 
insights for policymakers, lawmakers, law enforce-
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ment agencies, and other stakeholders involved in 
shaping and implementing policies related to cyber 
security and women’s rights.

Tharshini et al. (2021) explored the cybercrime 
threat landscape during the movement control order 
in Malaysia. It investigates the types of cybercrimes 
that were prevalent during the period and examines 
the impact of the movement control order on cyber-
crime activities in the country.

Aransiola and Asindemade (2011) focused on un-
derstanding the individuals who engage in cybercrime 
activities in Nigeria and examined the strategies they 
employ. It provides insights into the motivations and 
characteristics of cybercrime perpetrators in the Ni-
gerian context.

Holt and Bossler (2008) explored the applicability 
of the lifestyle-routine activities theory in understand-
ing cybercrime victimization. It investigates the fac-
tors that contribute to individuals becoming victims 
of cybercrimes and examines how routine activities 
and lifestyle choices impact the likelihood of victim-
ization.

Swiątkowska (2020) focused on the challenges 
and potential strategies for tackling cybercrime in de-
veloping countries. It emphasizes the importance of 
addressing cybercrime to harness the digital potential 
of these countries and highlights the implications for 
economic development and growth.

Graham (2018) explored cybercrimes specifical-
ly targeted against women in India. While no specif-
ic publication details are provided, this study likely 
examines the various forms of cybercrimes faced by 
women in India, such as online harassment, cyber-
stalking, and the dissemination of non-consensual in-
timate images.

2.2	 Forms of cyber crimes against women: on-
line harassment, cyberstalking, and revenge porn

This literature review aims to provide a compre-
hensive understanding of online harassment, cyber-
stalking, and revenge porn as significant forms of cy-
bercrimes against women. By exploring the existing 
research, studies, and legal frameworks, this review 
seeks to shed light on the prevalence, motives, and 
impacts of these crimes on women’s lives. By syn-
thesizing the available knowledge and identifying 
gaps in understanding, this literature review aims 
to contribute to the development of evidence-based 
strategies, policies, and interventions to combat these 
forms of cybercrimes against women. It seeks to ad-
vocate for greater awareness, legal protections, and 
support systems that empower women, promote dig-
ital safety, and foster a more inclusive and respectful 
online environment.

Lazarus (2022) et al. explored the application of 
feminist theory in understanding digital crimes, spe-
cifically focusing on the intersection of gender and 
cybercrime types. It examines how gender dynamics 
shape the perpetration and experience of cybercrimes, 
providing insights into the importance of feminist per-
spectives in understanding digital crime phenomena.

Lazarus (2019) highlighted the potential syner-
gy between feminist criminology and the Tripartite 
Cybercrime Framework. It examines how feminist 
criminological perspectives can enhance the under-
standing and analysis of cybercrimes, emphasizing 
the need to consider gender dynamics in cybercrime 
research and prevention efforts.

Clevenger et al. (2018) explored the interpersonal 
cyber victimization literature, focusing on the role of 
technology in the perpetration of online victimization. 
It provides insights into the dynamics of cyberbully-
ing, cyberstalking, and other forms of interpersonal 
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cyber victimization, highlighting the challenges and 
strategies in addressing these issues.

Ahmed (2019) involved a content analysis of 
gender-based offenses committed online, specifical-
ly focusing on cyberstalking. It examines the nature 
of cyberstalking incidents and explores the gendered 
dynamics within these offenses. The dissertation con-
tributes to the understanding of cyberstalking as a 
form of gender-based cybercrime.

Wissink et al. (2023) examined the risk factors 
associated with juvenile cybercrime. It synthesizes 
findings from multiple studies to identify common 
risk factors that contribute to juvenile involvement in 
cybercrimes. The study provides insights into the in-
dividual, familial, and social factors that increase the 
likelihood of juvenile engagement in cybercriminal 
activities.

These studies contribute to the understanding of 
digital crimes and cybercrimes from different per-
spectives, including feminist theory, victimization lit-
erature, gender dynamics, and risk factors associated 
with cybercriminal behavior. They provide valuable 
insights into the complexities of digital crimes and 
highlight the importance of considering gender and 
social factors in understanding and addressing these 
phenomena.

2.3	 Impact of identity theft and online fraud on 
women

This literature review will examine the impact of 
identity theft and online fraud on women from vari-
ous perspectives. It will explore the financial, emo-
tional, and psychological consequences experienced 
by female victims, highlighting the unique challenges 
they face in recovering from such crimes. The review 
will also delve into the social and cultural factors that 
contribute to women’s vulnerability to identity theft 

and online fraud, including gender stereotypes, online 
behaviors, and societal pressures. Additionally, the 
review will discuss the existing legal and technolog-
ical measures in place to prevent and address identi-
ty theft and online fraud, evaluating their effective-
ness in protecting women. It will also identify gaps 
in knowledge and areas for improvement in policy, 
education, and support systems to better safeguard 
women’s identities and mitigate the impact of these 
cybercrimes.

Copes et al. (2010) focus on differentiating types 
of identity theft victims using a national victimiza-
tion survey. It examines the characteristics and ex-
periences of identity theft victims, shedding light on 
variations in victimization patterns and the impact of 
identity theft on individuals.

Guedes et al. (2022) explored the determinants 
of victimization and fear of online identity theft. It 
investigates the factors that contribute to individuals 
becoming victims of online identity theft and the psy-
chological impact it has on individuals’ fear of vic-
timization.

Cross et al. (2014) focused on the challenges faced 
in responding to online fraud victimization in Austra-
lia. It explores the difficulties encountered by law en-
forcement agencies and policymakers in addressing 
online fraud, highlighting the complexities of investi-
gating and prosecuting online fraud cases.

Anderson (2006) examined the demographics of 
identity theft victims and the effects of demographic 
characteristics on victimization rates. It investigates 
how age, gender, income, and other demographic fac-
tors influence an individual’s vulnerability to identity 
theft.
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Reyns (2013) expanded routine activity theory to 
understand identity theft victimization in online con-
texts. It explores how individuals’ online routines, 
such as internet usage patterns and online behaviors, 
contribute to their vulnerability to identity theft vic-
timization.

These studies contribute to the understanding of 
identity theft, particularly victimization patterns, de-
terminants of victimization, challenges in responding 
to online fraud, demographics of victims, and the role 
of routines in identity theft victimization. They pro-
vide insights into the dynamics of identity theft and 
contribute to the development of strategies and poli-
cies for prevention and intervention in this area.

2.4	 Tactics and Strategies Employed by Perpe-
trators in exploiting women Online Cyber security 
Laws and Policies

Chawki et al. (2015) explored the intersection of 
cybercrime, digital forensics, and jurisdiction. It ex-
amines the challenges related to investigating and 
prosecuting cybercrimes across different jurisdictions 
and provides insights into the legal and technical as-
pects of digital forensics in cybercrime investigations.

Enein (2017) focused on the cybersecurity chal-
lenges specific to the Middle East region. It examines 
the evolving threat landscape, discusses the impact 
of geopolitical factors on cybersecurity, and explores 
the policy and technological measures required to ad-
dress these challenges.

Airehrour et al. (2018) focused on social engineer-
ing attacks in the New Zealand banking system. It ex-
plores the techniques used by attackers to manipulate 
users and gain unauthorized access to sensitive infor-
mation. The paper also proposes a user-reflective mit-
igation model to enhance security measures against 
social engineering attacks.

Welch (2016) explored the connection between hu-
man trafficking and terrorism, with a specific focus on 
preventing human trafficking within the context of the 
Islamic State. It discusses the role of national security 
resources in addressing human trafficking and high-
lights the importance of a comprehensive approach to 
combatting this crime.

Puyvelde and Brantly provided an overview of 
cybersecurity, focusing on the political, governance, 
and conflict dimensions of cyberspace. It explores the 
policies and strategies employed by different actors 
to address cybersecurity challenges and examines the 
role of international cooperation and conflict in shap-
ing cybersecurity dynamics.

These publications cover a range of topics related 
to cybercrime, cybersecurity, digital forensics, social 
engineering attacks, human trafficking, and the geo-
political aspects of cybersecurity. They contribute to 
the understanding of these issues, providing valuable 
insights into the challenges and potential solutions in 
these domains.

2.5	 Effectiveness of cyber security laws in ad-
dressing cybercrimes against women

Younies and Al-Tawil (2020) examined the impact 
of cybercrime laws on protecting citizens and busi-
nesses in the UAE. It explores the legal framework, 
policies, and regulations implemented in the UAE to 
combat cybercrimes and assesses their effectiveness 
in safeguarding individuals and organizations from 
cyber threats.

Chikumbi (2022) provided a critical analysis of 
cyber laws and cybercrimes in Zambia, with a spe-
cific focus on the Cyber Security and Cyber Crimes 
Act No. 2 of 2021. It examines the provisions of the 
act and evaluates its effectiveness in addressing cy-
bercrimes and ensuring cybersecurity in Zambia.
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Pawlak and Barmpaliou (2017) explored the poli-
tics surrounding capacity-building efforts in cyberse-
curity. It examines the challenges and opportunities 
associated with enhancing cybersecurity capabilities 
at the national and international levels, considering 
political factors that influence capacity-building ini-
tiatives.

Paul and Wang (2019) focused on determining 
the socially optimal investment in information tech-
nology (IT) for cybersecurity. It uses a mathematical 
model to analyze the trade-off between the costs and 
benefits of IT investment in cybersecurity and pro-
vides insights into the optimal allocation of resources 
to mitigate cyber risks.

Shamsi (2019) presented a case study that evalu-
ates the effectiveness of a cyber security awareness 
program targeting young children in the UAE. It as-
sesses the impact of the program in enhancing chil-
dren’s knowledge, skills, and behaviors related to on-
line safety and cybersecurity.

These publications cover various aspects of cyber-
crime laws, cyber security awareness, cybersecurity 
capacity building, socially optimal IT investment for 
cybersecurity, and the evaluation of legal frameworks 
and policies in specific countries. They contribute to 
the understanding of the effectiveness of cybercrime 
laws, the challenges in implementing cybersecurity 
measures, and the importance of awareness and ca-
pacity building in ensuring cyber resilience.

2.6	 Challenges in preventing and prosecuting 
cybercrimes against women

Levi et al. (2016) examined the nature and impact 
of economic cybercrimes, such as fraud and financial 
scams, on individuals, businesses, and society as a 
whole. The paper discusses the challenges faced by 
law enforcement agencies in investigating and pre-

venting economic cybercrimes and highlights the 
need for effective policing strategies in the digital era.

Neira (2016) provided an in-depth exploration of 
identity theft from the perspective of a cybercriminal. 
The study delves into the motivations, techniques, and 
psychological factors that drive individuals to engage 
in identity theft. It offers insights into the mindset of 
cybercriminals and contributes to the understanding 
of this prevalent form of cybercrime.

Blazek (2016) examined the various types of cy-
bercrimes, such as hacking, online fraud, and cyber 
harassment, and analyzed the efforts undertaken to 
combat these crimes. It sheds light on the challenges 
faced in addressing digital criminality and highlights 
the importance of effective measures to mitigate these 
threats.

Dokku and Kandula (2021) focused on the issues 
and challenges associated with the implementation 
of the Information Technology Act 2000 in India. It 
examines the legal framework for addressing cyber 
crimes in India and identifies the gaps and limitations 
that hinder effective enforcement. The paper provides 
insights into the need for amendments and enhance-
ments to the existing legislation to tackle emerging 
cyber threats.

Levi (2017) provided an overview of economic 
cybercrimes, with a focus on assessing their trends, 
scale, and nature. It explores the various forms of eco-
nomic cybercrimes, their impacts on individuals and 
society, and the challenges faced in combating them. 
The paper highlights the need for comprehensive ap-
proaches to address economic cybercrimes and im-
prove the effectiveness of policing efforts.

These publications cover a wide range of topics 
related to economic cybercrime, identity theft, digital 
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criminality, legal challenges, and the assessment of 
cybercrime trends. They contribute to the understand-
ing of the implications of economic cybercrimes, the 
mindset of cyber criminals, the fight against digital 
criminality, and the issues surrounding cybercrime 
legislation and enforcement.

2.7	 International legal frameworks and initia-
tives for protecting women in cyberspace

Sebastian and Sandeep (2021) examined the data 
protection laws in India, with a particular focus on 
privacy and data protection in the digital realm. The 
authors critically analyze the legal framework for 
data protection in India and assess its effectiveness in 
safeguarding privacy rights. The study identifies gaps 
and challenges in the existing regulations and high-
lights the need for comprehensive and robust data 
protection laws to address the evolving landscape of 
cyberspace.

Munyolo (2021) investigated the regulatory frame-
work for cybersecurity in the context of e-health in 
Kenya. The study critically analyzes the existing reg-
ulations and policies related to cybersecurity in the 
healthcare sector, assessing their effectiveness in pro-
tecting sensitive health data and ensuring the integri-
ty of e-health systems. The research provides insights 
into the challenges faced by the regulatory framework 
and suggests potential improvements to strengthen 
cybersecurity measures in the Kenyan healthcare in-
dustry.

Zhou (2020) explored the relationship between 
digital labor platforms and labor protection in Chi-
na. The paper examines the impact of these platforms 
on workers’ rights, job security, and social protection 
measures. It discusses the challenges faced in regulat-
ing digital labor platforms and provides recommen-
dations for enhancing labor protection in the digital 
economy, ensuring fair working conditions, and pro-

moting the rights of digital platform workers.

Bentototahewa (2021) presented a framework for 
the acceptance and implementation of global data 
privacy and security policies by states, with a specif-
ic focus on Sri Lanka and the United Kingdom. The 
research critically examines the approaches of these 
two countries in addressing data privacy and securi-
ty concerns and suggests strategies for the effective 
adoption and implementation of global policies at the 
national level. The study contributes to the under-
standing of the challenges and opportunities in har-
monizing data protection practices across different 
jurisdictions.

Heijmans and Vosse (2021) highlighted the impor-
tance of bridging the digital divide and ensuring equi-
table access to digital technologies for all individuals 
and communities. It discusses the potential benefits 
of digital development cooperation in promoting so-
cio-economic development, enhancing digital inclu-
sion, and addressing the challenges associated with 
digital transformation. The research emphasizes the 
need for collaborative efforts among various stake-
holders to promote inclusive digital connectivity as a 
driver of sustainable development globally.

2.8 Case studies and notable research on cyber-
crimes against women

Harkin et al. (2018) explored the challenges en-
countered by specialist police cyber-crime units. The 
paper presents findings from an empirical analysis, 
highlighting the difficulties faced by these units in 
effectively investigating and combating cybercrime. 
The study provides insights into the specific challeng-
es and suggests potential strategies to enhance the ca-
pabilities of law enforcement agencies in addressing 
cybercrime.



283pISSN: 1684-0615 / eISSN: 2616-2814

Exploring The Landscape Of Cyber Crimes Targeting Women Vol.(27) No.(2) 2024

Kabir (2018) examined cybercrime as a new form 
of violence against women, focusing on the case 
study of Bangladesh. The paper explores the various 
types of cyber crimes targeting women, their preva-
lence, and their impact on victims. It sheds light on 
the specific challenges faced by women in the context 
of cybercrime and discusses the measures needed to 
address this issue.

Kashif et al. (2020) highlighted the vulnerabilities 
and opportunities exploited by cyber-criminals during 
the global health crisis. It examines the types of cyber 
crimes that have seen a surge and provides insights 
into the underlying factors contributing to this in-
crease. The study emphasizes the need for enhanced 
cybersecurity measures in the face of evolving cyber 
threats.

Pastrana et al. (2018) discussed the design and im-
plementation of the Crimebb platform, which allows 
researchers to analyze and understand the activities 
and behaviors within these illicit online communities. 
It highlights the importance of such platforms for ad-
vancing cybercrime research and facilitating the de-
velopment of effective countermeasures.

Le et al. (2019) provided an overview of cyber se-
curity in parallel and distributed computing environ-
ments. The book covers various concepts, techniques, 
applications, and case studies related to ensuring the 
security of parallel and distributed computing sys-
tems. It offers insights into the challenges and solu-
tions in protecting these complex systems from cyber 
threats.

2.9 Emerging trends and future directions in 
cyber security laws for women’s protection

Gupta et al. (2018) presented a taxonomy of meth-
ods for defending against phishing attacks, a preva-
lent form of cybercrime. They discuss current issues 

and challenges in combating phishing attacks and 
provide insights into future directions for developing 
effective countermeasures. The study contributes to 
the understanding of phishing attacks and provides a 
framework for improving the security of online sys-
tems and protecting users from phishing threats.

Kavanagh and Johnson (2017) provided compre-
hensive coverage of human resource information sys-
tems (HRIS). The book explores the basics of HRIS, 
and its applications in various organizational contexts, 
and offers insights into future directions in the field. 
It serves as a valuable resource for understanding the 
role of HRIS in managing human resources and dis-
cusses emerging trends and technologies shaping the 
future of HRIS.

Teraa et al. (2016) discussed the current trends in 
the diagnosis and management of critical limb isch-
emia, a severe form of peripheral artery disease. They 
provide insights into the advancements in treatment 
options and highlight the future directions for re-
search and clinical practice in this field. The paper 
contributes to improving the understanding and man-
agement of critical limb ischemia, ultimately aiming 
to enhance patient outcomes.

Gupta et al. (2016) provided a comprehensive 
overview of modern cryptographic solutions for com-
puter and cyber security. It covers various aspects of 
cryptography, including encryption algorithms, au-
thentication protocols, key management, and security 
applications. The book serves as a valuable resource 
for researchers, practitioners, and professionals work-
ing in the field of computer and cyber security.

Lau and Dunn (2018) provided a comprehensive 
overview of therapeutic peptides, discussing their his-
torical perspectives, current development trends, and 
future directions. The paper highlights the potential of 
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therapeutic peptides as a promising class of drugs and 
discusses emerging research areas and advancements 
in peptide-based therapeutics. The study contributes 
to the understanding of therapeutic peptides and pro-
vides insights into their future applications in medi-
cine and healthcare.

3. Identifying the mismatch: evaluation of ob-
jectives and outcomes

The literature review on cyber security laws and 
cybercrimes targeting women has shed light on sev-
eral important aspects. The evaluation of objectives 
and outcomes has revealed a mismatch between the 
existing cybersecurity laws and the challenges faced 
by women in the digital realm. Here are the key find-
ings and outcomes of this research:

Mismatch in objectives: The analysis highlights a 
misalignment between the objectives of cyber securi-
ty laws and the specific vulnerabilities and risks faced 
by women. Existing laws often fail to adequately ad-
dress the unique nature and impact of cybercrimes 
targeting women.

Evaluation of objectives: The research has evalu-
ated the objectives of cyber security laws about their 
effectiveness in preventing, detecting, and addressing 
gender-based cyber crimes. It has revealed gaps and 
limitations in the current legal framework.

Identification of challenges: The literature re-
view has identified various challenges faced by law 
enforcement agencies in investigating and prosecut-
ing cyber crimes against women. These challenges 
include the complexity of cyber crimes, limited re-
sources and training, and issues of jurisdiction and 
cross-border cooperation.

Findings on gender-based cyber crimes: The re-
view has examined different types of cyber crimes tar-

geting women, including online harassment, stalking, 
revenge porn, and identity theft. It highlights the 
prevalence and harmful consequences of these crimes 
on women’s safety, privacy, and well-being.

Mismatch in outcomes: Despite the existence of 
cyber security laws, the outcomes in terms of preven-
tion, deterrence, and protection for women remain in-
adequate. The research emphasizes the need for more 
comprehensive and gender-sensitive approaches in 
addressing cybercrimes targeting women.

Based on these findings, it is evident that there is a 
pressing need for policy reforms and enhancements in 
cyber security laws to better protect women from cy-
ber crimes. The identified mismatch between objec-
tives and outcomes calls for a comprehensive and in-
clusive approach to address the gendered dimensions 
of cyber security. This includes raising awareness, 
providing specialized training to law enforcement, 
establishing effective reporting mechanisms, and im-
plementing stricter penalties for offenders. Ultimate-
ly, this literature review serves as a valuable resource 
for researchers, policymakers, and practitioners in 
understanding the landscape of cybercrimes targeting 
women and informing future initiatives to strength-
en cyber security laws and ensure the protection of 
women in the digital age.

4. Results and discussions
The review paper on cybercrimes targeting women 

provides a comprehensive analysis of the results and 
discusses their implications in detail. The findings of 
the review reveal the prevalence and impact of cyber-
crimes on women, as well as the limitations and gaps 
in existing cybersecurity laws. The results highlight 
that cybercrimes targeting women are a significant is-
sue in the digital landscape. The review identifies var-
ious forms of cybercrimes, such as online harassment, 
stalking, revenge porn, and identity theft, which dis-
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proportionately affect women. These crimes not only 
violate their privacy and personal security but also 
have severe emotional, psychological, and social con-
sequences. The review underscores the urgent need 
for effective measures to address these gender-based 
cybercrimes and protect women’s rights in the online 
space.

Furthermore, the review critically evaluates the 
objectives and outcomes of current cyber security 
laws about gender-based cybercrimes. It identifies a 
mismatch between the objectives of these laws and 
the challenges faced by women in the digital realm. 
The analysis reveals that existing laws often fail to 
adequately address the specific vulnerabilities and 
risks faced by women, resulting in limited protection 
and justice for victims. This finding emphasizes the 
necessity for gender-sensitive approaches in the for-
mulation and implementation of cyber security laws 
to ensure comprehensive protection for women.

The review also discusses the challenges faced by 
law enforcement agencies in investigating and prose-
cuting cybercrimes against women. These challenges 
include the complex nature of cybercrimes, limited 
resources and training, and difficulties in jurisdiction 
and cross-border cooperation. The review empha-
sizes the importance of addressing these challenges 
through capacity building, improved coordination 
among law enforcement agencies, and international 
collaboration to effectively combat gender-based cy-
bercrimes. In the discussion section, the review paper 
expands on the implications of the findings. It under-
scores the need for policy reforms and enhancements 
in cyber security laws to align them with the evolving 
nature of cybercrimes and the specific vulnerabili-
ties faced by women. The discussion highlights the 
importance of raising awareness about cybercrimes, 
providing specialized training to law enforcement of-
ficers, establishing efficient reporting mechanisms, 

and implementing stricter penalties for offenders. Ad-
ditionally, the review offers practical recommenda-
tions for policymakers, lawmakers, and law enforce-
ment agencies to enhance the protection of women 
against cybercrimes.

5. Recommendations for strengthening cyber 
security laws and protection of women 

Based on the findings and discussions in the re-
view paper on cybercrimes targeting women, the fol-
lowing recommendations can be made for strengthen-
ing cyber security laws and enhancing the protection 
of women:

Gender-sensitive legislation: Develop and en-
force cyber security laws that explicitly address gen-
der-based cybercrimes and provide comprehensive 
protection for women. These laws should recognize 
the specific vulnerabilities and risks faced by women 
and ensure that adequate measures are in place to pre-
vent, investigate, and prosecute such crimes.

Awareness and education: Promote awareness 
campaigns and educational programs to inform wom-
en about the risks and preventive measures related 
to cybercrimes. This includes educating women on 
safe online practices, privacy settings, and reporting 
mechanisms. Similarly, awareness programs should 
target society as a whole to foster a culture of respect 
and digital responsibility.

Strengthen law enforcement capabilities: Provide 
specialized training to law enforcement agencies on 
investigating and responding to gender-based cyber-
crimes. This includes understanding the technical as-
pects of cybercrimes, digital evidence collection, and 
victim support. Adequate resources and personnel 
should be allocated to effectively handle these cases.
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Collaboration and international cooperation: En-
hance cooperation among law enforcement agencies, 
both domestically and internationally, to address 
cross-border cybercrimes targeting women. Establish 
information-sharing mechanisms, bilateral agree-
ments, and collaboration platforms to facilitate effec-
tive investigation and prosecution of offenders.

Victim support and rehabilitation: Establish sup-
port services for victims of gender-based cybercrimes, 
including counseling, legal aid, and rehabilitation 
programs. Ensure that victims have access to neces-
sary resources and support to cope with the emotional 
and psychological impact of these crimes.

Stricter penalties: Review and strengthen penalties 
for perpetrators of gender-based cybercrimes to serve 
as a deterrent and ensure accountability. This may in-
clude imposing stricter sentences, fines, and restrain-
ing orders to protect victims.

Technology and platform accountability: Hold 
technology companies and online platforms account-
able for addressing cybercrimes targeting women 
on their platforms. Encourage the development and 
implementation of user-friendly tools, policies, and 
reporting mechanisms to enable swift response and 
removal of offensive content.

Research and data collection: Promote research 
initiatives to further understand the nature and prev-
alence of gender-based cybercrimes, as well as their 
impact on women. Collect comprehensive data on 
these crimes to inform evidence-based policy-making 
and facilitate targeted interventions.

By implementing these recommendations, it is 
possible to strengthen cyber security laws, enhance 
the protection of women, and create a safer digital en-
vironment for all individuals.

6. Conclusion and Future Directions
The literature review on cybercrimes targeting 

women within the context of cyber security laws 
highlights the urgent need for comprehensive mea-
sures to address the vulnerabilities and risks faced 
by women in the digital realm. The findings of this 
research underscore the evolving nature of cyber-
crimes against women, including online harassment, 
cyberstalking, non-consensual pornography, and on-
line identity theft, among others. Existing cyber se-
curity laws need to be strengthened and adapted to 
effectively address these crimes. The review paper 
recommends a multi-faceted approach to enhance 
the protection of women against cybercrimes. This 
includes gender-sensitive legislation that explicit-
ly addresses gender-based cybercrimes and ensures 
comprehensive protection for women. It also empha-
sizes the importance of awareness campaigns and 
educational programs to inform women about the 
risks and preventive measures associated with cyber-
crimes. Furthermore, the review highlights the signif-
icance of strengthening law enforcement capabilities 
in investigating and responding to gender-based cy-
bercrimes. This involves specialized training for law 
enforcement agencies, collaboration and international 
cooperation, and the establishment of victim support 
services and rehabilitation programs. In terms of fu-
ture directions, there is a need for ongoing research 
to further understand the nature and prevalence of cy-
bercrimes targeting women, as well as their impact 
on victims. This research can inform evidence-based 
policy-making and facilitate targeted interventions.
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